
Date: Mon, 15 May 2000 09:51:09 -0700
From: "David A. McGrew" <mcgrew@cisco.com>
X-Mailer: Mozilla 4.5 [en] (WinNT; U)
X-Accept-Language: en
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Subject: Comments on AES from Cisco Systems, Inc.

Hello,

please find attached a PDF document, "Comments on the Advanced Encryption
Standard".

thanks,

David

--
David A. McGrew, Ph.D.
Cisco Systems, Inc.
mcgrew@cisco.com
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qGr_sutwv_xzy|{-}_~�x��3s��n{Mtw�)xC����{AvCy�twxzvdy�r_{?���n���zv��){M���,v��T~|�3}ny�sHxCvP�by���v�����~��h�6�����_��y|r���y'~�{)��{M�Zywy|r�{-}f{A~�t|}f{M�Zy�sH�C{
x����#s�t��)x?�3�nt�y|{A��tA����{���t|{��)~��3}ny|xC�z~���}_r3��sHvI�w��v3�-��xC~|�wt���vf��xCv��w�zvb�-}�����y���xz~��wtT /sHv��T�H�f�nsHv��-sHvI�n{At|¡by|xC}9�zv��
t|{T~��z{T~[��}_}��Hsu�T��y|s�xzv�tA UsHv��)~��b}_y|xz�C~��z}_r_su�¢}_~�xn�n���Zy�t#�¤£¦¥#�n�G�9��v����_�n§[�Z UsHv�t���}_}fxC~�y[x��ft|{A�T�_~�{	v_{Ty¦¨#xC~|¡��z�n��s�v_sut¦y�~���y|s�xzv
�¤©�{A~|ª\{T~�xCt���vf�«�_�n¬.�Z _�zv���¨­sHy|r_s�v'xC�_~Gxz}\{T~���y�sHv_��t��nt�y|{A��tA�®��{���{T{A�\y|r���yGxC�_~�ª_~|xb�z�w{T¯n}f{A~|s�{Tv��T{�}�~|x��3su�n{At#��t�¨­s°y�r
���zx3xn�'}\{T~�t|}f{M�Zy|s��z{.y�xw}_~|x��3su�n{.��t�{T���_�l��{A{A�nª��C��¡%�
± �_~­²f~�t�y��)xC����{Avby�s�t­y|r���y�y|r�{�}_~�x3�T{At�tGy|rf��y�³�£��nqhs�t���t�s�v_�wy�x��n{T�C{T��xz}�y|r�{����_�U�zv��){M�-�,v��T~|�3}ny�sHxCv?�by��zv��_��~���s�t
�w�Cxbxn�!xCv_{z��³�£��nq´r��Ct��nxCv_{µ�«�)xz����{Tvf�_��ª_��{­¶¦xCª?sHv��n{T�C{T��xz}_s�v_�� fxz~��C�zv_sH·AsHv��� f�zv��!{)¯n{M�)�ny�sHv_�'y|r_{�}_~�x3�T{At�tT��qGr�{
xz}\{Tv�v_{At�t­x��®y�r_{�}_~�xn�){At�t­��vf��y|r_{�{Av��)xC�_~����z{A��{Tvby­x��¢�ns�t��)�ft|t|sHxCv!¨­sH���/v_x«�nxz�_ª_y��)xzvby�~|s�ª_�ny�{�y|x�y�r_{µt|���T�T{At�t­x��®y|r�{
t�y���vf�_��~��l�¢qGr_{�~|{Mt¦y­xz�/y|r�s�tGv_xzy|{�ª_~�s�{)���w~�{T�3s�{T¨�t�y|r�{.sut�t��_{MtGx��®t�{M�)�_~�s°y¦�C n}f{A~���xC~|�w�zv��){C b¡C{T���z�zs��HsHy¦�z n��xn�n{AtGxz�
��t|{z 
�µ���°y�sH}_��{��TsH}�r_{T~�t�¨­sHy|r_s�v-y�r_{�t|}f{M�)sH²f�T��y|s�xzvR \��v��¸t�}\{A�Ts��z�Hs�·T{M�-�)xzvft¦y�~��zsHvby�tA ��zv��-}_~�x��3s��n{Mt­~�{A�)xC����{Av��_��y|s�xzv�t­ªf�zt|{A�
xzv�xz��~­}f{A~�t|}f{M�Zy�sH�C{z�
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qGr_{­��xCt�y,s���}\xz~|y��zvby	�zt|}f{M�Zy,x��l������s�t	s°y�t,t�{M�)�_~�sHy¦�z�®¥®{T~|��xz~����zv��){#x��%y|r�{����#���TsH}_r�{T~,xCv��zv3�µ}��z~�y�s��T�_���z~®}_����y���xC~|�
t|r_xz�_�u��ªf{���t�{M�)xzvf�_��~��µ�)xCv�t|s��n{A~���y|s�xzvR�
��{���vby|su�)s�}���y�{Gy|r���y	xz��~¢sH��}_��{T��{Tvby���y|s�xzvft,x��\y|r�{��������TsH}�r_{T~,¨­s�����ª\{A�)xC��{
��v'sHv_{T¯3y|~�s��A��ª_��{�}f��~|y#x��/y|r_{.sHv_��~��Ct¦y�~|���)y|�_~�{�xz�ly|r_{����ny��_~|{C� ± �_~G�)��t�y|xC��{A~�t#¨­s��H�%~�{T����xCvwy|r�{�t|{A�T�_~�s°y¦��x��ly�r_{��)s�}_r_{T~
��xz~��_{A�T�C�n{At�y�xw�)xz��{C�
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��r_s��H{G}\{T~|��xz~��w��v��T{	sut
v�x�y[y|r_{�}_~�sH�w��~����zxb���bx��f���#�% UsHy®sut[¨#xC~�y�r�v_xzy|s�v_��y�r���y®�w��v3���T�zv��nsu�_��y�{At[��}_}\{A�z~/y�x�}�~|x��3su�n{
t|{A�)��~|sHy¦�¸¨­r_s���{'�n{T��s��z{T~�s�v_�-�zx3xn�9}f{A~���xC~|�w��vf�){��z�T~|xbt|t��?�U�z~|s�{)y¦��x��­}_�u��y|��xz~���tA�!£ÇvÈ}���~|y|su�)�����z~A /y|r_{�xC}f{A~���y|s�xzv�t�x��
s�vCy�{T�C{T~G�µ�_�Hy|s�}_��s��A��y�sHxCv!�zv��«ª_s°y¦¨­sut|{.~�x�y���y�sHxCvR n¨­r_su��r��z~|{��)xbt¦y��H�wy�x�sH��}_��{T��{Tvby�s�v!r���~��n¨G��~�{���vf��É®¥�Ê���tA _��}_}\{A�z~
y|x�v_xzy.ª\{�v�{T{A�_{A�?s�v¸xC~��_{T~�y�x«}�~|x��3su�n{�t|{A�T�_~|sHy¦�z� ± v?y�r_sut�ªf�zt|s�tA %¨#{�~|{M�)xz����{Tvf�-y|r�{��C�nxz}ny�sHxCv?x����'�)s�}_r_{A~.y|r���y
�nx3{AtGv�x�y���t|{.y|r_{Mt�{�xC}f{A~���y|s�xzv�tA�
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qGr_{��zª_sH��sHy¦�?x��­�-�)s�}_r_{A~�sH��}_��{T��{Tvby���y|s�xzv9y�x?��r���v_�C{�¡C{T�nt�èb�_su��¡b���z 
x��éy�{TvÈ�T�z�H��{A�Úê ¡C{T�9���zs���s°y¦�%ë� Rs�tµ�«}\{T~|��xz~��w��v��T{
~�{Aèb�_s�~|{A��{Avby�y�r���y«s�t�t|xz��{Ty|s���{Mt�x��z{A~|��x3xz¡z{M�l��³�{A�z{T~|y|r�{T��{At�tT #y|r_sutw~�{Aèb�_s�~|{A��{Tvby'��}_}\{A�z~�t�s�vP�w��v3�Úxz��y�r_{-��xCt�y
s���}\xz~|y��zvby#�)~��3}ny|xC�z~���}_r_su�Gs���}��H{A��{Avby���y�sHxCv�tA�,�#~��3}ny|xC�z~���}_r�s��G}_~�x�y�xn�)xz�ut®y�r���yGt��_}�}fxC~�y	�3s�~�y������f}_~�sH����y�{�v_{Ty¦¨#xC~|¡3s�v_�
��vf�I{T��{A�Zy�~|xCv_su�w�)xz����{T~��){wxz�éy|{Avì�)xzvby���s�vI�zvì���C�z~�{T�C��y|s�xzv�}fxCsHvby�y�r���y�t|s��µ�_�Hy��zv_{TxC��t����¸�w�zsHvby��zsHvft��)~��3}ny|xC�z~���}_r_su�
�)xCv_v_{M�Zy|s�xzvft�¨­sHy|rP�����z~|�C{�v3�_�µª\{T~wxz��}f{A{T~�t�t�s��µ�_�Hy��zv_{TxC��t|�H�C�È��{!~�{A�)xC����{Av��Èy�r_{-�z�nxC}ny|s�xzvÚx��.�9�)s�}_r_{A~�y|r���y
}_~�x��3s��n{Mt�¡z{T�«���zs���s°y¦�C 3y|x��¤�z�TsH��s°y���y�{�s°y�t­��t|{)���_��v_{At�tGs�v!�T~|�3}ny�xz�C~��z}_r_su���z�z�z~�{T�b��y�sHxCvw}fxCsHvby�tA�
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qGr_{�t�}\{A�Ts°²f�A��y�sHxCv?x��,y�r_{���xn�n{Mt�xz�,��t|{�xz�	���#�-s�t���¨�xz~|y|r3¨­r_s���{��_v��n{A~�y���¡3s�v_������{�~|{M�)xC����{Av��!y|rf��y.y|r_sut�t|}\{A�Zó
sH²f�T��y|s�xzv9{)ô%xz~|y.ª\{��nsut¦y�sHv��)y���~|xC�õy|r_{w���#�¸{)ô%xz~|yA /t|x'y�r���y�sHy��z{)y�t.y|r_{w��y�y|{Avby|s�xzv�y|r���y�sHy��n{At|{T~��z{Mt���v��9�nx3{At.v_xzy
s���}\{A�_{�y|r_{��C�n����v��T{T��{Tvby­x��[y|r_{����#�'{)ô%xz~|yA�
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�9{�~�{A�)xC����{Av���y�r���y#y|r_{.t�}\{A�Ts°²f�A��y�sHxCv'�)xCvCy���s�vwxzv_����xzv_{��)s�}_r_{T~M�¢q/x��nx�xzy|r_{A~|¨­sut�{�¨#xC�_���'�nsH���ny�{�y�r_{��������_{�x��ly|r�{
t�y���vf�_��~��l�
q
x�t|}f{M�)sH����y¦¨�x¸�TsH}_r�{T~�t�~���y|r�{T~�y�r���vÚxzv_{�¨�xz�����ì�_xz�_ª_��{�y�r_{'{Tô\xC~�y�t�xz��sH��}_��{T��{Tvby�sHv_�f ®y|{Mt¦y�sHv_�f ,��v��ì�U�z�Hsu�_��y|s�v_�
s���}��H{A��{Avby���y�sHxCv�t,xz�fy�r_{�t�y��zv��_��~��l�¢Ê.sH�C{Tv�y|rf��y	�w��v3�������µs���}_��{T��{Tvby���y|s�xzv�t	¨­sH����ª\{��_vf�n{T~��zxCsHv_�.��xC~|�w���ft�{M�)�_~�s°y¦�
{T���z�H����y|s�xzv�tA �y�r_sut,�)xbt¦y,sut	t|sH�Cv_sH²f�T�zvCyM�[����t|x� b��v3��ê v_{A�zx�y�s���y|s�xzvRë�}�~|xzy|xn�)xC�ny|r���y	�T�zv�t�{A�H{M�Zy,ª\{)y¦¨�{T{Tv����_�°y�sH}��H{.�)s�}_r_{T~�tA 
�zt
��sH�Crby
ª\{#��t|{A�µsHv��T�zt|{,y�r_{T~�{#�z~|{#�µ�_�Hy|s�}_��{��TsH}�r_{T~�t
t|}\{A�)sH²�{M��sHvµy|r_{Gt�y���vf�_��~��l U¨#xC�_�u�����ut�x�~|{MèC��sH~�{	s���}_�H{A��{Tvby|s�v_�� 
y|{Mt¦y�sHv��� _������su�_��y�sHv_�f _��v��«}\xCt�t�s�ª_����{T����������y|s�xzvR�
£Çv��C�_�nsHy|s�xzvR Ry|r_{��z�nxC}ny|s�xzv�x��,y¦¨�x«�TsH}�r_{T~�t.¨­s°y�r_sHvI�����-¨­s��H�¢rf�����z{�y�r_{w����xz��vCy�x����)~��b}_y|xz�C~��z}_r_su��t��)~��ny|s�v3�!y|r���y
sut�ª_~�xz���zrby�y|x«ªf{M��~�xzv-y�r_{µ²fv����®�)s�}_r_{A~M�6t��)��£ýy�rf�zt�ªf{A{Tv?¨�{T���
xCª�t|{T~��z{A��y�r���y�y|r_{��)~��3}ny|xC�z~���}_r_su��t��)~��ny|s�v3�«xCv-y|r�{
�)��~|~�{Tvby	�T�zv��nsu�_��y�{At¢rf�zt¢ª\{T{Av't¦y�~|{Ty���r_{M��y|r_s�vR 3��v��w��ê �µ�_�Hy|s�}_��{zë3t¦y���v�����~���¨­s�����{)¯_�C�){T~�ª���y|{�y|r_sut,��vn��xz~|y|�_vf��y|{�y|~�{Tv��l�
��~��z����{Avby�t®s�v��¤�U�Cxz~®x��l��ê �µ�_�Hy|s�}_��{zëzt�y��zv��_��~�����~��z�_{Gs�v��¤�U�Cxz~®x��\y¦¨�x.v�x�y|s�xzvftTþ
}f{A~���xC~|�w��vf�){­�ns��z{T~�t|s°y¦���zv���t�{M�)�_~�s°y¦�
�ns��z{A~�t|s°y¦�C�eqGr_{-}_~�xz}\xzv�{Tvby�twxz�.}\{T~|��xz~��w��v��T{-�nsH�C{T~�t�sHy¦�È�¤�U�Cxz~��I�µ���°y�sH}_��{¸t�y��zv��_��~��WsHvdy|r�{?r_xz}\{At�x���}_~|x��3su�ns�v_�
ª\{)y�y�{T~.}f{A~���xC~|�w�zv��){�y�x«t|xz��{�y¦�3}\{At�x��¢sH��}_��{T��{AvCy���y�sHxCv�tT�.qGr_sut��z~|�C�_��{Tvby�r��zt.���¤�z�_�°y��H�!}_~�{T��sut�{Cþ�y|r���y.�nsHô\{A~|{Avby
y¦�3}f{Mt.x��,s���}��H{A��{Avby���y�sHxCv�t�v_{T{M�?v_xzy.s�vby|{T~�xz}\{T~���y�{z��£Çv¸~�{A����sHy¦�z \sHvby|{A~|xC}f{A~��zª_s��HsHy¦�!s�t.�'�Txzv��T{T~�v¸�z�T~|xbt|t��z�H�[y¦�3}\{At�x��
s���}��H{A��{Avby���y�sHxCv�tA����� �f�H /t|�w��~|y��A��~��_t��_x�v�x�y�����¨��U�nt�y��z�H¡?y|x-t��w�z~�y��T��~��_tA %ª_�ny��w�U�-y��z�H¡!y�x?�'�u��~��z{����C�z~�{T�b��y|s�xzv
�n{A�bsu�){�¨­sHy|r_s�v?���3sH~|y|���z�l}_~�sH����y�{�v_{)y¦¨�xz~�¡%�
qGr_{��z~|�C�_��{Tvby,s�v��¤�U�zxz~¢xz�Rt�{M�)�_~�s°y¦���ns��z{T~�t|s°y¦��r_xz�u�_t,sHy	s���}fxC~�y���vby,y|rf��y#��êÿt�{M�)xCv��_��~��%ëz�)s�}_r_{A~,ª\{�s�v��)�����n{M��sHvws�vwy|r�{
t�y���vf�_��~��l zs�v'�A�zt|{����w��¶¦xC~	t�{M�)�_~�sHy¦�µ�f�U¨P��s��zrby	ª\{���xz��v��ws�vwy|r_{�ê }_~�s����z~|�%ëb�)s�}_r_{T~M�®qGr_s�t���~��z����{Avby,s�t���y|y|{T��}ny�sHv��
y|xwt|xz���z{����ny|�_~�{�}_~�xzª_��{T�wt�¨­s°y�r-�)�_~�~|{AvbyGt�y��zv��_��~��_tA�
£ýy­sutG�_v_��sH¡C{T����y|r���y�¨#{.¨�xz�_�u��¨G��vby�y|xw�z�nxC}nyGy|r_{�êÿt�{M�)xCv��_��~��%ë
�)s�}_r_{A~�¨­s°y�r_xz�_y�²�~�t�y�~�{T�3sH{A¨­sHv��«sHy�t�t|{A�T�_~�s°y¦�?¨­sHy|rI~�{T�b��~��-y|x-v�{T¨ �T~|�3}ny���v��z�H�by�s�����{)y�r_xn�_tT�w£Çv9y�r_{w{T�C{Tvby�y|r���y��
�w��¶¦xC~µ�f�U¨ûs�t���xz��v��ìs�vWxCv_{'xz��y�r_{����#�È²�v�����sut¦y�tT 	y|r_sut��f�U¨ ¨�xz�_�u�È��sH¡C{T���È~|{A}_~|{Mt�{Avby��9t�s��zv_sH²f�A��vby��C�n����v��T{«s�v
y|r�{wªfxn�n�9x��G¡3v_x�¨­�H{M�n�z{�xz�G�T~|�3}ny���v��z�H�nt|s�tA��£Çv�y�r_sutµ�T�Ct�{C /t|}f{M�)sH���bs�v_�¸��êÿt�{M�)xCv��_��~��%ëR�)s�}_r_{A~�sHvì�C�n����v��T{�xzô\{A~�t�v�x
�z�_�U�zvby����C{�x��z{A~�t|{T��{A�Zy�sHv��'��v_{A¨ �)s�}_r_{A~�s�v-y|r�{µ{T�C{Tvby�xz�	�wª_~�{A�z¡\��£ýy.sut�¨�xz~|y|r3¨­r_s���{�y|x«v_x�y�{�y|r���y.sH�	�'t|{A�Txzv�����~��
�)s�}_r_{A~�sut�t|}\{A�)sH²�{M�l ����_y|�_~�{�t�y��zv��_��~��ns�·A��y|s�xzv!¨#xC~|¡«¨­sH���[v_{T{M��y|x'ª\{��_xzv_{�s�v?xC~��n{A~­y|x'���zv��_��y|{µsHy�t���t|{µs�v�t¦y�{A�C�!x��
y|r�{µ}_~�sH�w�z~|�!�)s�}_r_{A~A�.É_�_~|y|r_{A~|��xC~|{C f¨�{µ��~�{µ�nxC�_ªny|���_�[y|r���y.��v3��¨­r_xz��{At�����{�²�{A���¸�_}_�C~��C�n{�x��	�TsH}_r�{T~�t��nt�y|{T�wt���sL� {C�H 
��~�xz� ���#�9}�~|s��w��~��¸y�x¸�����It�{M�)xzvf�_��~��_�.s�t�}fxbt|t|s�ª_�H{C�-��{«���ut�x?xCª�t|{T~��z{�y|r���yA ¢s�vÈxz~��n{T~µ��xz~�y�r_sutµ�_}��z~��z�n{�y�x¸ª\{
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{)ô%{A�)y|s��z{C 3y|r_{�t�y���vf�_��~���¨�xz�_�u��v�{T{A�'y|x�~�{Aèb�_s�~|{�y|r�{.s���}_��{T��{Tvby���y|s�xzv�x��
��y­�H{M�zt�y#y¦¨�x��TsH}�r_{T~�tT ns�v��T�_~|~�s�v_�µy�r_{��)xbt¦y�t
��{Tvby|s�xzv�{A�!��ª\x��z{C�
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